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SUMMARY

Please read this privacy policy (the "Privacy Policy") to learn more about how ElementN, Inc. d/b/a Apstrata, 
a Delaware corporation, having its principal place of business at 200 Varick St., New York, NY 10014 

(“Apstrata,” “we,” or “us”) treats personally identifiable information that you provide to us when you visit our 
web Site www.apstrata.com (the "Site") or register as a user and purchase our online services (the 

“Services”) on the Site. Unless otherwise defined herein, capitalized terms shall have the meanings 
assigned to such terms in the Terms & Conditions of Use Agreement for the Site found at 

www.apstrata.com/terms of use.  If you have comments, suggestions, questions, or concerns about our 
Privacy Policy, please contact us at info@apstrata.com.

What This Policy Covers. This policy covers our treatment of personally identifiable information that we 

obtain from you when you contact us  to obtain more information about our services or  when you register as 
a user and purchase Services on our Site.  We regard personally identifiable information as information that 

someone can use to identify or contact you in person, such as real name, telephone number, email address, 
physical mailing address, and financial account information. Information that we use internally to identify you 

as a customer in our system, such as your selected username or password, is not considered personally 
identifiable information.

What This Policy Does Not Cover. This policy does not cover the privacy practices of third parties that we 

do not own or control, such as our partners and advertisers. In addition, we may provide links to other 
services and on occasion to other sites that may interest you. All of these sites operate independently and 

they have their own privacy or security practices. We have no control over, do not review, and cannot be 
responsible for these outside Web sites or their content. Accordingly, we encourage you to review their 

policies before submitting any personal information to them.

HOW INFORMATION IS COLLECTED

1. Information You Provide.

Required Information When You Request Additional Information About Our Services. When you 

contact us via email or via the contact form posted on the Site to obtain additional information about our 
Services, we require you to provide the following contact information: name, email address or telephone 

number.



Required Registration Information. When you register to use our Services, we collect the following 
information from you: full name, company name and tax identification number, if applicable, billing postal 

address, telephone number, email address, credit card type, credit card number, expiration date, security 
code and the username and password you have created.

Email Information. In addition to providing the foregoing information to us, if you choose to correspond 
further with us through email, we may retain the content of your email messages together with your email 

address and our responses. We provide the same protections for these electronic communications that we 
employ in the maintenance of information received by mail and telephone.  It will remain safeguarded and 

not be shared with any outside services or companies. 

Access To Your Personal Information. In general, we make it easy for you to view the personally 
identifiable information we have collected from you in your customer profile, where you can add, edit, or 

delete it as you see fit. 

2. Information We Track.
A. Log Files 

Similar to many commercial Web sites, we gather certain anonymous, non-personal information 

automatically and store it  in web server log files. This information includes internet protocol addresses, 
browser type, internet service provider (ISP), site entry/exit pages, operating system, date/time stamp, and 

clickstream data. Apstrata uses this information to improve our Site, analyze trends, administer the Site, 
track visitorsʼ  and users' movements around the Site, and gather aggregate information about the Site user 

base as a whole. Aggregate information is data we collects about a group  or category of services, visitors, or 
users from which individual identities have been removed, and therefore does not include your personal 

information.

B. Cookies

A cookie is a small text file that is stored on a user's computer for record-keeping purposes. It can also help 

us understand how visitors and users click to the Site, and what pages they view during their visit. Similar to 
many commercial Web sites, apstrata uses a standard technology called a “session cookie”  to enable the 

Site to recognize you during a visit to this Site. The session cookie is stored in temporary memory on your 
computer and is  not retained after you close your browser.  You can set your web browser software to 

disable cookies. To do so, please refer to the help  section of your specific browser for more information on 
how to manage or disable cookies. If you disable cookies, you may still view the  Site, but some areas of our 

site may not work properly.

INFORMATION WE DO NOT COLLECT.

1. Personal Information of Children Under The Age of 13. 



You should be aware that our Site is not intended for, or designed to attract, children under the age of 13 
and as such, we do not intentionally gather personally identifiable information of children who are under the 

age of 13. If you believe that we have collected personal information about a child who is under the age of 
13, please contact us at info@apstrata.com  and such personal information will be deleted.

2.  Social Security Number. 

We do not ask or require your social security number in connection with your registration as a user or your 
purchase of Services on our Site.  No one representing Apstrata will ever ask for your social security 

number.  If at any time you receive an e-mail requesting such information from someone purporting to 
represent Apstrata please notify us immediately.

HOW PERSONAL INFORMATION IS USED, CONTROLLED, AND SECURED

1. Use of Your Personal Information That You Provide To Us.

We may use your personal information for the following purposes:
•To process and fulfill your order , including to send you emails to confirm your order;
•To communicate with you and to send you information by email, mail, or other means about our 

existing; services, updates, new services, and special offers we think you will find valuable; and
•To notify you about important changes to our Site.

As a customer, you will be given the opportunity, at least once annually, to notify us of your desire not to 

receive promotional offers.

2. Use of Anonymous Information.
We may create anonymous information records from your personal information by excluding information 

(such as your name) that make the information personally identifiable to you. We may use this anonymous 
information to analyze usage patterns so that we may enhance our Site and the Services. 

3. Control of Your Personal Information. 

Except as otherwise described in this Privacy Policy, personal information you provide to us will not be 
shared outside of Apstrata and its controlled subsidiaries and affiliates without your permission. 

4.  Security of Your Personal Information.

apstrata  is committed to protecting the security of your personal information. We utilize encryption/security 
software to safeguard the confidentiality of personal information we collect from unauthorized access or 

disclosure and accidental loss, alteration or destruction. When you provide your credit card information to us 
on our Site, a secure server software which we have licensed encrypts all information you input before it is 

sent to us. The information is scrambled en route and decoded once it reaches our Site. However, no 
company, including us, can fully eliminate security risks associated with personal information. 

Please note that email correspondence that you may send to us may not be secure unless we advise you 



that security measures will be in place prior to your transmitting the information. For that reason, we ask that 
you do not send confidential information such as credit card information to us through an unsecured email.

HOW INFORMATION IS SHARED AND DISCLOSED

1. With Third Parties

We reserve the right to use and disclose anonymous information to third parties such as our affiliates, 
partners or reputable third parties in our discretion. 

2. Linked Services

In some cases, we may allow you to access or link to other products or services through our Site. In all of 
these cases, our partners may choose to collect your personal information as they deem appropriate. We 

are not responsible for or in control of how our partners collect, use, or disclose your information obtained 
through these linked services. We encourage you to be aware when you are using these partner services 

and, for your best online experience, we encourage you to review their policies before submitting any 
personal information to them.

3.  As Necessary In Certain Legal Circumstances

We reserve the right to disclose your personally identifiable information as required by law and when we 
believe that disclosure is necessary to protect the rights, property or safety of Apstrata s or others, respond 

to claims and/or to comply with a judicial proceeding, court order, or legal process served on us.

POSTING TO PUBLIC AREAS
Please note that if  you post or make available your personal information in public areas of the Site, such as 
in online discussion forums, one-to-one communication forums permitting direct communication with other 

customers,  chat rooms or blogs, such information may be collected and used by third parties over whom we 
have no control.  Apstrata is not responsible for the use by such third parties of personal information you post 

or make available in public areas of the Site.

CUSTOMER DATA


 Our customers use our Services to host data and information (“Customer Data”). Apstrata will not 

review, share, 
 distribute, 
 or reference any such Customer Data except as provided in the 
Apstrata End User License Agreement or as may be 
 required by law.  Individual records of Customer Data 

may be viewed or accessed only for 
 the purpose of resolving a 
problem, support issues, or 
suspected violation of the Apstrata End User License Agreement, or as may be required by law. 

NOTICE TO CALIFORNIA RESIDENTS



California Civil Code Section 1798.83 permits customers who are California residents and who have 
provided Apstrata with "personal information" (as that term is defined in Section 1798.83) to request  certain 

information about the disclosure of that information to third parties for their direct marketing purposes.  If you 
are a California resident with questions regarding this, please contact us at Apstrata at info@apstrata.com 

or at Apstrata, 200 Varick St., New York, NY 10014.

FOR OUR CANADIAN CUSTOMERS AND VISITORS
Canadian citizens, except under circumstances defined by law, are entitled to access their own personal 

information collected by applyu.com by writing to: Apstrata, 200 Varick St., New York, NY 10013. We may 
ask you to pay an administrative fee for accessing or copying your information, but will inform you of the 

anticipated charges and confirm that you want us to proceed before processing your request. If you believe 
that the personal information about you that we have collected is incomplete or inaccurate, we will correct 

the information upon verification of the omission or error and of the identity of the person requesting the 
change. If you wish additional information about our personal identifiable management, to access, correct or 

have us investigate any matters in relation to your personally identifiable information, please contact us at 
the address provided above.

NOTICE FOR OUR CUSTOMERS AND VISITORS OUTSIDE OF THE UNITED STATES 

You should be aware that the United States and other countries have not  harmonized their privacy 

regulations. Because Apstrata and its servers is located in the United States, we have written our Privacy 
Policy  to satisfy United States regulations. By registering as a user or purchasing services on our Site, you 

agree to the level of privacy protection set out in this Privacy Policy.

CHANGES TO THIS PRIVACY POLICY 
This Privacy Policy is subject to occasional revision, and changes will be posted on the Site.  If we make any 

substantial changes in the way we use or disclose your personal information, we will notify you at the email 
address listed in your customer profile and obtain your consent to a change in the use or disclosure of your 

personal information. If you object to any such changes, we will delete your customer profile. 


